Division/Group Admin Access
Introduction:

In order for our SIS integration to work optimally, it’s important to have proper controls over where Vista sections are created. If a section is accidentally created in Vista instead of CTConnect 2, it will create problems in getting CTConnect 2 to manage them. Therefore, we were faced with the problem where we want to allow Instructional Support staff as much administrative authority as possible but a user with division admin or group admin access could create sections/courses within Vista and make the database out of sync with CTConnect 2. 
Options:

We investigated two options for giving the Instructional Support Staff control over their divisional administration:

· Option 1: Division/Group Admin Access

· Option 2: Normal User + 3 Help Desk Roles (Enrollment Manager, Template Area Manager, Repository Area Manager)

Functional Similarities:

· Both get the Administration tab

· Both can see how many people are online in the division.

· Under Content Manager, both get:

· My Files

· Repository (for Learning Object files)

· Template Manager

· Under the Division, both get:

· Ability to edit division administration settings.
Functional Differences:

· Under Content Manager, Option 2 does not get:

· System Files

· System files are files that any user can see without logging into Vista. They are generally used for branding public pages or for logos.
· Under the Division, Option 2 does not get the ability to:

· Create groups, courses or sections.
· Modify properties of groups, courses or sections.
· Delete whole divisions or groups.

· Post division-wide announcements.

· Track student activity or access reports. 

Recommendation:

We judged that we want to accommodate IS Staff as much as possible without setting hard restrictions.  Specifically, we thought the IS Staff would want to be able to create group and divisional reports.  Therefore we are recommending giving Division/Group Admin access to those faculties who are willing to take responsibility for its appropriate use.  In giving out Division and Group Admin access, we are asking staff to take careful responsibility for the breadth of power over the division or group that they control.  
For Faculties with Division or Group Admin access, we advise staff to refrain from using the following three features within Vista:

· Create groups, courses or sections

· Modify properties of groups, courses  or sections

· Delete whole divisions or groups

We also advise staff with Division or Group Admin access to only give Division or Group admin access to others with care. 
By creating sections within Vista or modifying its properties, the administrator may inadvertently make the section inaccessible by CTConnect 2 or delete a whole division.  We advise users to do all section administration within CTConnect 2 and for any requirement to create new or delete groups and courses to send a request to the Learning Applications team. Unless a person is well-trained in Vista administration and uses it frequently, giving them Division or Group Admin access can be particularly dangerous.  For Division and Group Admin backup personnel, you may want to consider giving out Option 2: Normal User + 3 Help Desk Roles as described above.
Until CTConnect 2 has been fully developed, all requests to do any of the first three activities above should be sent to the Learning Applications team (email: vista-admin@it.ubc.ca)

Guaranteeing Responsibility:

Particularly for each Division Administrator, we would like an acknowledgement of responsibility for their Division Administrator account and to refrain from using the three noted features. If you see a constant need for any of those  three features, please coordinate with the Learning Applications team by sending an email to vista-admin@it.ubc.ca.

